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Personal data are processed by the European Investment Fund (“EIF” or “Controller”) in accordance 
with Regulation (EU) 2018/1725 on the protection of natural persons with regard to the processing 
of personal data by the Union institutions, bodies, offices and agencies and on the free movement 
of such data, as such regulation may be amended from time to time. 

1. Legal Basis 

Explicit consent captured through an ad hoc document to be signed by the concerned 
individuals 

 2. Data Subjects 

Selected EIF staff members with authority to sign contracts on behalf of EIF. Selected 
authorized signatories of EIF’s clients 

3. Purpose 

Providing selected EIF staff members and selected authorized signatories of EIF’s clients with 
qualified electronic signature in order to sign contracts electronically following their 
identification via video transmission. 

4. Data Categories 

 Audio and video recordings of the persons to be identified 
 Surname, Name 
 Address 
 Phone number 
 E-mail address 
 Data of personal identity documents (in particular, passport number, type of 

identification document and the country which issued the document) 

The purpose, the scope and type of data processing are as follows: online identification of 
persons and electronic handling of contract signing. 

5. Data Recipients 

IDnow GmbH is a German company based in Munich. It provides, among others, a service 
with which signatories are able to be identified via an online video chat, allowing them 
subsequently to e-sign a document. 

6. Data Retention Period 

The recordings will be kept for five years. 

7. Rights of Data Subject 

 Data Subjects have the right to obtain from the controller confirmation as to whether or not 
their personal data concerning are being processed, and, where that is the case, access 
their personal data by contacting the Controller (info@eif.org)  or through the EIF DPO 
(dpo@eif.org) and they will receive a response without undue delay (right of access); 

 Data Subjects have the right to obtain from the controller without undue delay the 
rectification of any inaccurate personal data concerning them (right to rectification).  

 Data Subjects have the right to obtain from the controller the erasure of their personal data 
when they are no longer necessary in relation to the purposes for which they were collected 
(right to erasure); 

 Data Subjects have the right to obtain from the controller restriction of processing when (i) 
they contest the accuracy of their personal data, (ii) the processing is unlawful, (iii) the 
controller no longer needs the personal data for the purposes of the processing or (iv) they 



 
have objected to processing, pending the verification whether the legitimate grounds of the 
controller override theirs (right to restriction of processing); 

 Data Subjects have the right to object, on grounds relating to their particular situation, when 
the processing of personal data is unlawful; 

 Data Subjects have the right to receive from the controller their personal data in a structured, 
commonly used and machine-readable format and transmit those data to another controller 
without hindrance from the controller to which the personal data have been provided (right 
to data portability); 

 Data Subjects have the right to withdraw his or her consent at any time. The withdrawal of 
consent shall not affect the lawfulness of processing based on consent before its withdrawal 

 Data Subjects may lodge a complaint to the European Data Protection Supervisor 
(www.edps.europa.eu) at any time (right to lodge a complaint).  


